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Procedure Summary

End-user license agreements are used by software and other information technology companies
to protect their valuable intellectual assets and to advise technology users of their rights and
responsibilities under intellectual property and other applicable laws. More importantly,
installation of any software must have a justifiable business purpose and must be properly

licensed.

The purpose of this Procedure is to establish the procedures for licensed software use on Texas
A&M University-Texarkana (TAMUT) Information Resources. It applies to all individuals who
use TAMUT Information Resources.

Procedures and Responsibilities

1. GENERAL

1.1 All software installed on TAMUT owned or operated computer systems used by
faculty members, staff members, or students in the conduct of TAMUT business
must be appropriately licensed.

1.1.1

For software having a licensing agreement, those installing it or authorizing
the installation of the software, should be familiar with the term of the
agreement. Where feasible, the licensing agreement should be maintained in
the department that operates the system on which the software is installed.

In cases where this is not feasible, individuals or departments should maintain
sufficient documentation (e.g., End User License Agreements, purchase
receipts, etc.) to validate that the software is appropriately licensed.

Software as a Service (SaaS) must comply with Texas Risk and
Authorization Management Program (TX-RAMP) requirements which apply
to state agencies, institutions of higher education, and public community
colleges.

All software must go through electronic and information resource (EIR)
requirements regarding accessibility for individuals with disabilities.
TAMUT standards along with federal standards as defined in Section 508 of
the Rehabilitation Act as amended by the Workforce Investment Act of 1998
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apply to EIR technology developed, procured, maintained, or used by
TAMUT.

1.1.5 All software must be reviewed by the Office Information Technology for
security approval.

1.2 Third party copyrighted information or software that TAMUT does not have
specific approval to store and/or use, must not be stored on TAMUT systems or
networks. System administrators will remove such information or software unless
the involved users can provide proof of authorization from the rightful owner(s).

1.3 For instances in which the department is the owner-custodian or custodian of the
system hosting the software, the department is responsible for ensuring
compliance with this procedure.

1.4 From time to time, Information Technology will perform scans on the network to
ensure there is no unapproved software on any computer.

1.5 Software purchased with personal funds may not be installed on TAMUT
computers.

1.6  Software purchased with TAMUT funds may not be installed on computers that
are not TAMUT property.

2. DISCIPLINARY ACTIONS

Violation of this procedure may result in disciplinary action which may include termination
for employees, termination of business relationships for contractors or consultants, dismissal
for interns and volunteers, or suspension or expulsion for students. Additionally, individuals
are subject to loss of TAMUT Information Resources access privileges and civil and criminal
prosecution.

Related Statutes, Policies, or Requirements

Texas Administrative Code, Title 1, Part 10, Chapter 202, Subchapter C, Rule § 202.75,
Information Resources Security Safeguards

System Policy 07.01, Ethics

System Regulation 29.01.02, Use of Licensed Commercial Software

University Procedure 29.01.03.H0.07, Security of Electronic Information Resources
Texas Government Code 2054.003 (13)

Copyright Act of 1976

Texas Administrative Code, Chapter 202

IRM Act, 2054.075(b)
TX-RAMP
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http://info.sos.state.tx.us/pls/pub/readtac%24ext.TacPage?sl=R&app=9&p_dir&p_rloc&p_tloc&p_ploc&pg=1&p_tac&ti=1&pt=10&ch=202&rl=75
http://info.sos.state.tx.us/pls/pub/readtac%24ext.TacPage?sl=R&app=9&p_dir&p_rloc&p_tloc&p_ploc&pg=1&p_tac&ti=1&pt=10&ch=202&rl=75
http://policies.tamus.edu/07-01.pdf
http://policies.tamus.edu/29-01-02.pdf
https://tamut.edu/compliance/rules/29-01-03-h0-07.pdf
https://statutes.capitol.texas.gov/Docs/GV/htm/GV.2054.htm#2054.003
https://statutes.capitol.texas.gov/Docs/GV/htm/GV.2054.htm#2054.003
https://www.copyright.gov/title17/92appa.html
https://dir.texas.gov/texas-administrative-code-202
https://statutes.capitol.texas.gov/Docs/GV/htm/GV.2054.htm
https://dir.texas.gov/information-security/texas-risk-and-authorization-management-program-tx-ramp

Contact Office

Office of Information Technology

903-334-6603
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